
GILLINGHAM YOUTH CLUB 

INTERNET, E-SAFETY & SOCIAL MEDIA POLICY 

For the purposes of this policy, the term “youth work team” includes all who are 

volunteers (over the age of 18), young leaders (under the age of 18) or paid employees of 

Gillingham youth club. 

 

Background: 

Gillingham youth club understands the importance of emerging technologies for young 

people’s learning and personal development, and the use of various social media. The 

internet, digital technologies and social media allow everyone working with young people to 

promote creativity, stimulate awareness and enhance learning and communication skills. 

However, we also recognise that safeguards need to be in place to ensure children are kept 

safe at all times.  This document aims to: 

• Enable youth work team members to work safely and responsibly with young 

people using the internet and social media. 

• Give a clear message that unlawful or unsafe behaviour is unacceptable and that, 

where this occurs, those involved will face appropriate consequences whether 

they are youth club members or members of the youth work team  

• Support safer working practice, and minimise the risk of misplaced or malicious 

allegations made against any member of staff, whether an employee, volunteer 

or young leader. 

• Prevent members of the youth work team abusing their position of trust. 

Scope: 

This policy applies to all youth work team members.  It also covers young people attending 

the club sessions.  This policy applies to both Gillingham Youth Club owned IT equipment 

and young people using their own technology. (moved from paragraph above) 

Gillingham Youth club will ensure that there is : 

• A designated safeguarding lead to deal with child protection and e-safety issues. 

• Adequate training for all youth work team members, who will be fully aware of all 

relevant policies. 

• Information about e-safety is available to all club members advising them how to 

use the internet and digital technologies safely and where relevant, youth 

workers will deliver appropriate interventions either on their own or in 

partnership with others eg Police Safer Schools Team. 

• A reporting procedure for abuse and misuse by both young people and youth 

work team members. 



Use of social media: 

Gillingham youth club has an open Facebook group and a closed Facebook group, it also has 

an open Instagram page and closed Instagram page. 

The purpose of the open groups and pages is to act as a point of contact for anyone who 

wants to find out about the youth club. The purpose of the closed groups and pages is to 

inform club members and their parents/carers who are members of ongoing activities in the 

club, relevant information and any plans for future activities. 

Membership of the closed social media groups/pages is limited to the following – 

• Young people who are current members of the youth club 

• Parents/carers of young people who are current members of the youth club 

• Current members of the youth work team 

The membership of the closed social media groups/pages will be audited at least once a year 

and anyone who does not come into any of three categories above will be removed from the 

private groups/pages (and encouraged to join the open groups/pages if they have not 

already done so). When a member of the youth work team stops their involvement with the 

youth work team (either temporarily or permanently) they will be removed from the closed 

social media groups/pages. 

All groups and pages are regularly monitored and updated by identified members of staff, 

working in conjunction with the Lead Youth Worker, who is also the Designated Safeguarding 

lead.  All posts on these pages must be given clearance by the Lead Youth Worker or 

nominated substitute before they can be posted, to ensure that they are appropriate for 

club members and their parents/carers. The pages are owned by Gillingham Youth Club and 

do not identify or represent the views of any individuals working (in an employed or 

voluntary capacity) for the club. 

Members of the youth work team are not to “friend” or request to follow club members, or 

seek out club members on any social media or digital technology platform.  This is to ensure 

safer working practices and to minimise the risk of allegations.  However, Gillingham youth 

club acknowledges that there may be circumstances where youth work team members are 

in the same social circle or family as certain club members, so such following will take place.  

It is important the Lead Youth Worker is made aware of this, by the member of the youth 

work team.  

All youth work team members are to be aware that they are personally responsible for the 

content they publish online, whether on a social network site, blog or any other user-

generated media on behalf of Gillingham Youth Club.  Youth work team members are to be 

made aware that any post creates a perception of Gillingham Youth Club.  All posts are to be 

consistent with how the club wishes to be presented. 



No member of the youth club team is to comment on sensitive campaigns or issues on 

behalf of Gillingham Youth Club, without the permission of the Lead Youth Worker or 

nominated substitute. 

Use of Remote working technologies: 

For the purposes of clarification, this includes platforms such as Zoom and Microsoft Teams, 

for use in running the club remotely when it is not possible to run physically. 

The following procedures must be followed to allow a Remote youth club session to run: 

• Each session requires 2 staff members to be present.  If this is not possible, the 

youth work team member should be the Lead Youth Worker or appropriately 

qualified member of the youth work team, and the session recorded for 

safeguarding reasons. 

• A register must be taken of all the youth work team members and young people 

present, with information on the activities undertaken and any additional notes. 

• The links to these sessions are to be made available to young people on the 

closed social media sites, 1 day before the session is due to take place. 

• The members of staff involved must ensure that any young person taking part is 

already known to the club, or they cannot be admitted. 

• Following the session, youth club team members taking part should evaluate the 

session and plan for the next.  This information is to be recorded on the register 

(above). 

• Members of the youth work team involved should ensure that there is nothing 

identifiable or personal in their background, which will be seen by young people.  

If this is not possible, they should look at changing the background remotely. 

Use of photography or film in the club: 

When new members enrol, the parent/carer will be asked for permissions regarding the use 

of taking photos or film within the club, by the youth work team, for marketing and 

promotional purposes.  This will be included on the membership form.  If a parent/carer 

requests that a young person cannot have their image taken, youth work team members 

must ensure that this does not happen. 

Young people are not allowed to take photos or film others in a Club session, even with their 

permission.  This is to ensure that such images cannot be loaded onto a social media 

platform and thus contradict parent/carer permission regarding the use of images. 

If a youth work team member takes a photo or film of young people, this can only be taken 

in an official capacity to promote the youth club.  It must not be taken for personal reasons.  

The youth work team member must use official youth club equipment to take these images 

e.g. camera, data card.  If using their own equipment (for example, filming using the youth 

club data card), images must not be stored on the staff member’s own equipment.  To do so 



is a safeguarding issue and should be reported to the Lead Youth Worker, or member of the 

management committee with responsibility for safeguarding. 

Use of email and mobile phone: 

Gillingham youth club has its own email address:  gillinghamyouthclub@gmail.com.  This is 

accessed by the Lead Youth Worker and management committee.  Only the youth club email 

can be used to communicate with parents/carers or young people – youth club team 

members must not use their own personal emails or give their details out to young people 

or parents/carers. 

The club also has a club mobile, for use in contacting parents/carers or young people.  Youth 

club team members must not use their own personal mobile to contact young people or 

parents/carers, or give out their phone number. 

Use of own personal email or phone to contact a young person may leave the youth club 

team member open to their motives being misconstrued, and may lead to disciplinary 

action.  If it does occur, the Lead Youth Worker must be immediately informed. 

Using the Internet: 

Gillingham youth club expects that all young people and youth club team members use the 

internet, mobile and digital technologies responsibly, respecting the privacy and 

confidentiality of others.  Internet users shall not download, upload or pass on material, 

remarks or comments on anything relating to: 

• Indecent images of children; 

• Promoting discrimination of any kind; 

• Promoting racial or religious hatred; 

• Promoting illegal acts; 

• Any other information which may be offensive e.g. abusive images; promotion of 

violence; gambling. 

Incidents that appear to involve deliberate access to websites, newsgroups and online 

groups that contain the following material will be reported to the designated safeguarding 

lead and/or the Police if appropriate: 

• Indecent images inclusive of abuse of children under 16 years of age; 

• Adult material that breaches the Obscene Publications Act. 

• Criminally racist or anti-religious material; 

• Violence or bomb making; 

• Illegal taking or promoting of drugs; 

• Software piracy; 
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• Other criminal activity; 

• Using mobile technologies to intimidate, threaten or cause harm to others. 

Cyberbullying: 

Cyberbullying can be defined as the use of modern technologies to embarrass, humiliate, 

threaten or intimidate an individual in the attempt to gain power and/or control over them. 

All youth club team members should report all incidents of cyberbullying (this applies to 

youth club team members and youth club members) to the Lead Youth Worker, or member 

of the management committee with responsibility for safeguarding.  All incidents should be 

taken seriously and dealt with in consideration of the wishes of the person who has reported 

the incident.  It is for the individual who is being bullied to decide whether they wish to 

report it to the police.  

Youth work team members need to be clear that any online activity they undertake that can 

be considered to be cyberbullying of another person will be considered a disciplinary matter 

and may lead to criminal investigation.  This is regardless of whether the incident occurred 

within Youth Club or outside. 

Reporting Abuse: 

All incidents which are considered to be an abuse, using modern technologies, must be 

reported either to the Lead Youth Worker or member of the management committee with 

safeguarding lead.   

 

Signed:……………….………………………………  

Name and position in group: Karen Johnson (Management Committee Member), Tony Nye 
(Lead Youth Worker) 

Date: 30/09/2023 

Date for Review: 30/09/2024 

 


